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KEY TRENDS
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RANSOMWARE & DOUBLE, TRIPLE EXTORSION

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf


COMMON RANSOMWARE RECOVERY TIMELINE

5https://405d.hhs.gov/Documents/405d-hospital-resiliency-analysis.pdf 

https://405d.hhs.gov/Documents/405d-hospital-resiliency-analysis.pdf
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https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

INTERNAL THREATS ON THE RISE

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
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SUPPLY CHAIN RISK

Solarwinds

Not Petya

Third Party Incidents 
(Change Healthcare)

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
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HEALTHCARE BREACH CAUSE DISTRIBUTION

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
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NON-ERROR TECHNIQUES

Ivanti

Pulse Secure

Citrix

MoveIT

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
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VULNERABILITY DWELL TIME & EXPLOITATION

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
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BUSINESS EMAIL COMPROMISE

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
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PHISH CLICK & DATA ENTRY

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf 

https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf


WHAT TO MAKE OF AI

• Cross functional governance

• Cloud maturity is critical to AI development

• Understanding of AI models and data lifecycle

• Start small with business use cases

• Existing third-party AI adoption
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https://youtu.be/wfAYBdaGVxs

https://youtu.be/wfAYBdaGVxs


REFRESHED BEST 
PRACTICES AND 
POTENTIAL 
REGULATORY 
CHANGES



DECEMBER 2023 HHS PRESS RELEASE HIGHLIGHTING 
ONGOING AND PLANNED STEPS TO IMPROVE CYBER 

RESILIENCY AND PROTECT PATIENT SAFETY

The HHS concept paper outlines the following actions:

• Publish voluntary Health care and Public Health sector Cybersecurity Performance Goals (HPH CPGs). HHS will 
release HPH CPGs to help health care institutions plan and prioritize implementation of high-impact cybersecurity 
practices.

• Provide resources to incentivize and implement cybersecurity practices. HHS will work with Congress to obtain 
new authority and funding to administer financial support and incentives for domestic hospitals to implement 
high-impact cybersecurity practices.

• Implement an HHS-wide strategy to support greater enforcement and accountability. HHS will propose new 
enforceable cybersecurity standards, informed by the HPH CPGs, that would be incorporated into existing 
programs, including Medicare and Medicaid and the HIPAA Security Rule.

• Expand and mature the one-stop shop within HHS for healthcare sector cybersecurity. HHS will mature the 
Administration for Strategic Preparedness and Response’s (ASPR) coordination role as a “one-stop shop” for 
health care cybersecurity which will improve coordination within HHS and the Federal Government, deepen HHS 
and the Federal government’s partnership with industry, improve access and uptake of government support and 
services, and increase HHS’s incident response capabilities.
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https://www.hhs.gov/about/news/2023/12/06/hhs-announces-next-steps-ongoing-work-
enhance-cybersecurity-health-care-public-health-sectors.html 

https://www.hhs.gov/about/news/2023/12/06/hhs-announces-next-steps-ongoing-work-enhance-cybersecurity-health-care-public-health-sectors.html
https://www.hhs.gov/about/news/2023/12/06/hhs-announces-next-steps-ongoing-work-enhance-cybersecurity-health-care-public-health-sectors.html


HHS HEALTHCARE & PUBLIC HEALTH 
CYBERSECURITY PERFORMANCE GOALS (CPGS)

Essential Goals Enhanced Goals

Mitigate Known Vulnerabilities Asset Inventory

Email Security Third Party Vulnerability Disclosure

Multifactor Authentication Cybersecurity Testing

Basic Cybersecurity Training Cybersecurity Mitigation

Strong Encryption How to Respond to Relevant Threats

Revoke Credentials Network Segmentation

Basic Incident Planning and Preparedness Centralized Log Collection

Unique Credentials Centralized Incident Planning and Preparedness

Separating User and Privileged Accounts Configuration Management

Vendor/Supplier Cybersecurity Requirements
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https://hhscyber.hhs.gov/performance-goals.html 

https://hhscyber.hhs.gov/performance-goals.html


HHS 405(D) HEALTH INDUSTRY CYBERSECURITY PRACTICES 
(HICP)
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https://405d.hhs.gov/ 
https://405d.hhs.gov/Documents/HICP-Main-508.pdf 

https://405d.hhs.gov/
https://405d.hhs.gov/Documents/HICP-Main-508.pdf


HHS 405(D) HEALTH INDUSTRY CYBERSECURITY PRACTICES 
(HICP)

HICP Cybersecurity Practices

CSP 1 Email Protection Systems

CSP 2 Endpoint Protection Systems

CSP 3 Access Management

CSP 4 Data Protection and Loss Prevention

CSP 5 Asset Management

CSP 6 Network Management

CSP 7 Vulnerability Management

CSP 8 Security Operations Center & Incident Response

CSP 9 Network Connected Medical Devices

CSP 10 Cybersecurity Oversight and Governance
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HICP Technical Volume 1 
(Small Healthcare 

Organizations)
https://405d.hhs.gov/Documents/tech-vol1-

508.pdf

HICP Technical Volume 2 
(Medium and Large Healthcare 

Organizations)
https://405d.hhs.gov/Documents/tech-vol2-

508.pdf 

https://405d.hhs.gov/Documents/tech-vol1-508.pdf
https://405d.hhs.gov/Documents/tech-vol1-508.pdf
https://405d.hhs.gov/Documents/tech-vol2-508.pdf
https://405d.hhs.gov/Documents/tech-vol2-508.pdf


HHS CPG & HICP CROSSWALK
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https://hhscyber.hhs.gov/documents/cybersecurity-performance-goals.pdf 

https://hhscyber.hhs.gov/documents/cybersecurity-performance-goals.pdf


PROPOSED LEGISLATION:
HEALTHCARE CYBERSECURITY ACT OF 2024

• Sponsored by Sens. Jacky Rosen (D-Nev.), Todd Young (R-Ind.) and Angus King (I-Maine)

• Direct the Cybersecurity and Infrastructure Security Agency and the HHS to collaborate on 
improving cybersecurity in the sector and disseminate resources about cyber threat 
indicators and defense measures.

• Create special liaison to HHS within CISA that could help coordinate responses during 
cyberattacks.
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https://www.congress.gov/bill/118th-congress/senate-bill/4697/text 

https://www.congress.gov/bill/118th-congress/senate-bill/4697/text


WHAT DOES THIS 
MEAN FOR THE 
FUTURE OF 
CYBERSECURITY 
IN HEALTHCARE?



CYBERSECURITY SUCCESS IS A TEAM 
SPORT

• Create a culture of collaboration and shared ownership around 
cybersecurity

• Cybersecurity risk is another variation of patient safety risk and 
enterprise risk

• Regularly assess and calibrate cybersecurity roadmap and 
measure progress to a framework

• Processes should be stress tested to measure resilience

• Organizations must be flexible in responding to emerging threats 
and potential regulatory changes
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Before Incident During Incident After Incident

Threat Management

Security Program 
Governance

Data Protection

Asset Management

Initial Detection 
Analysis

Impact Assessment

Cyber Command

Containment

Crisis Management

Forensics

System Restoration

Regular Crisis 
Communication 

Updates

After Action Review

Regulatory & 
Stakeholder Reporting

Industry Information 
Sharing

AttributionThreat Eradication

Vulnerability 
Management

Incident Response 
Plan

Risk Analysis and 
Management

Business Continuity 
Planning

Identity and Access 
Management

Security Architecture

THE NAME OF THE GAME IS CYBER RESILIENCE



AREAS FOR COLLABORATION WITH SECURITY LEADERS

• Migrate away from/safeguard risky email workflows (e.g. AP, ERP approval)

• Initiate department and organizational business continuity discussions, tabletops and 
simulations

• Help establish disaster recovery and backup priorities

• Build a long-term strategy to fund technical debt remediation

• Regularly review finance team’s system access and sensitive information storage

• Bring security into new initiative exploration early

• Integrate security into procurement processes

• Along with legal/regulatory leaders, keep a pulse on pending changes in regulatory environment 
and establish mechanism to fund potential new mandates
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THANK YOU
Todd Hill

502-693-4253

todd.hill@bhsi.com
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