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KEY TALKING POINTS
1. Increased Investment in Security Infrastructure

2. Operational Changes

3. Impact on Business Operations

4. Reputation and Trust

5. Legal and Financial Consequences

6. Innovation and Digital Transformation

7. Talent and Workforce Development

8. Globalization and Supply Chain Risks

9. 10 Best Practices 



POLL
Question 1:
How many of you have seen a phishing email (work or 
personal)?

Question 2:
What action did you take when receiving a phishing email?  Did 
you click on it “accidentally”?
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INCREASED INVESTMENT IN 
SECURITY INFRASTRUCTURE
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April 26th -Moody’s: Hospitals bulk up cybersecurity teams, budgets

Healthcare cybersecurity budgets and teams have grown significantly since 2019 as threats 
become more pronounced, according to an April survey report from Moody's Investors Service. On 
average, respondents reported cybersecurity teams jumped headcount by 30% from 2019 to 2022 
and cybersecurity spending hit 7% of the total IT budget last year, up from 5% in 2019. Eighty-one 
percent of healthcare companies said cybersecurity was a line item in their budgets, which is 
higher than the 74% average across all industries. Becker’s Health IT

April 30th -Biden cybersecurity plan for hospitals entails carrots first, then sticks
The Biden administration’s plan to improve cybersecurity at hospitals starts off with incentives, but 
eventually hospitals will face penalties for not adopting measures to protect patient data, HHS 
Deputy Secretary Andrea Palm. Stat+

https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfMPluV9tzxk9bmzSuAKaNKppJMzEVUvGUIGOwNQABmKkhhB1B2LCHweKSLm-2Fav4heQP4a7N-2FyIDEHEcCRHNOFCeWg1WuqP0IngCrtXRe-2BMMTfYHKjPUVvyUWlFYvraj0YA-3D-3Dn51-_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0rxwxNbbCgtufa-2B1TazXRZdYIEfM5l5Z8O-2FtHzSpY8qm7pphLkL5BzUZ58OicgF7yHgFSImUvI4BkdkIrDA-2BnQzJTRNxJds96RRYGxuX0v5O3xZ-2FEEb9d6CR5Qo4TfCl8HFGK5yQjhDH6-2Bk0I-2BHa-2BzIVQHp0dV4bYTg6D-2BVcqpE41yMoGS-2FwiYesTRq-2FCbEppiLyqaU2er0-2F-2BrIEryvTaAnL-2Bjt-2F3FBV0K7Ws5XkAcfmlAj8ZIXLLGwcJLkeStjTYVXMbXkswry1sHc3HR-2FbxvBLOwLciSaBn1GZ0qdH0iYScuL-2BHbNtDK0ZYQisVpSfD6qvO7W8Nfzce4jQF9HoqjR4Dt5QeQeZX1P4TeVU92Ta__;!!JA_k2roV-A!Ex1XVX2KjCf72veEvZGfBhYmTM4KzgqA0TdmAIYk5JrVzDVtPj1A52tCbIOs_OE7D1S_z_-kYyrEbG2NWkgHONPUjlsw4V8iCBVjQA$


OPERATIONAL CHANGES
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Question 1:
How many of you are aware of operational changes because of 
cyber security?

Question 2:
Any one here has or is currently participating on an 
implementation group to improve “best practices”?



IN THE NEWS
April 23rd  -FTC finalizes changes to healthcare breach reporting rule

The FTC finalized a rule Friday that aims to tighten the reins on digital health apps sharing 
consumers' sensitive medical data with tech companies. The agency issued a final version of its 
revised Health Breach Notification Rule to underscore the rule’s applicability to health apps in a bid 
to protect consumers' data privacy and provide more transparency about how companies collect 
their health information.  

May 2nd -Change Healthcare cyberattack was due to lack of multifactor authentication, CEO 
says

The Change Healthcare cyberattack that disrupted healthcare systems nationwide earlier this year 
started when hackers entered a server that lacked a basic form of security: multifactor 
authentication. UnitedHealth CEO Andrew Witty said Wednesday in a U.S. Senate hearing that his 
company, which owns Change Healthcare, is still trying to understand why the server did not have 
the additional protection. His admission did not sit well with Senate Finance Committee members 
who spent more than two hours questioning the CEO about the attack and broader healthcare 
issues. “This hack could have been stopped with cybersecurity 101,” Oregon Democratic Sen. Ron 
Wyden told Witty.
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https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfEtuLhtNcEj3z3Y-2FQMFOm0HwJgD4IkAA20w9iGqw0GPTmvHLZVH-2FGrxqNC3u4WgGiqe9qfQKQr6mj0fztm01KReoEg1WvIOOdzaZT9aTh5RHn2yeGBpb2c9I1SPzbaQ5Iw-3D-3D1qSD_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0jEdaQe2guBTiylPGeUJT5QUOUgJZ8jS4eB8-2BuwkGdau3Xbw2-2B-2FB4DbTsoD7IkYruWaZPn6FfadXuYhITWJFIR1wEApRuqDHKGFR36qdXGhvFY6nz-2BG9eKXdIgMYdT8IvUmFhlhrodsktZzX0tjF-2Ff50KUM-2BlYBe8D-2FjFT9aw73c3-2FGSnv-2BkRQvmDcy90eKUKJlQyCcob7Ms3drXy45-2B8AWHUIO2rFCGt2HuN0-2FVi96A9OeunDPvcU6XRfkSYgJxLP33RlKOeAAYJ89aveYqSdnJpAIwCwBCe-2BJeXttyUOVgFTM2eXUsj5XDqXnoikSdiFVGRqN4YP9foeGyzfBbW0k-3D__;!!JA_k2roV-A!HlwdPI5mycZDykl412aRtNvmnlxisWjzWEu6c4iTQShqTEd_-Nz17BBYRvwA4ZF05QsPf0YSkmhiBd7lESYrnRcog_u9J0-6Bc9Vfg$
https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfEtuLhtNcEj3z3Y-2FQMFOm0G9Nxi2arVQVS-2Br8sOhBSBRO4MVB-2FSrdvAwjXq1vYom2-2FmNHzpMcNL3lwAxVyBXpIdHbE-2BUkPCfMpqKOTAc6PdgyFpfXXApr3L8HuzMO7hiDQS6a7vQMPp9ksiFGH4KVU4-3DV0Ma_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0jEdaQe2guBTiylPGeUJT5QUOUgJZ8jS4eB8-2BuwkGdau3Xbw2-2B-2FB4DbTsoD7IkYruWaZPn6FfadXuYhITWJFIR1wEApRuqDHKGFR36qdXGhvFY6nz-2BG9eKXdIgMYdT8IvUmFhlhrodsktZzX0tjF-2Ff50KUM-2BlYBe8D-2FjFT9aw73c3-2FGSnv-2BkRQvmDcy90eKUKIj426BkN1nj-2FSKFoa6IFkZhFEMAA4n3B41olLaWu6VAhxBbT6odX7FHrpEuf0b-2FavmXZZSR-2F0USnC6BOWgPxjID0IkTUMWSnSk3jt88UOlvcBNmztkG1Gj3KxTkxnrenYeMcXFHz3WdcSpEIO4-2FfBI-3D__;!!JA_k2roV-A!HlwdPI5mycZDykl412aRtNvmnlxisWjzWEu6c4iTQShqTEd_-Nz17BBYRvwA4ZF05QsPf0YSkmhiBd7lESYrnRcog_u9J09yLIV-Nw$
https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfEtuLhtNcEj3z3Y-2FQMFOm0HwJgD4IkAA20w9iGqw0GPTcruuo2FhDHaFcGrVdBPlpHnDY5CZnPBadgcmeEgDcRzb26dnPwGLv1mX0JXSrXOh8g4qqnwPFWY0DgnX-2Fz5wjQ-3D-3DDfSq_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0jEdaQe2guBTiylPGeUJT5QUOUgJZ8jS4eB8-2BuwkGdau3Xbw2-2B-2FB4DbTsoD7IkYruWaZPn6FfadXuYhITWJFIR1wEApRuqDHKGFR36qdXGhvFY6nz-2BG9eKXdIgMYdT8IvUmFhlhrodsktZzX0tjF-2Ff50KUM-2BlYBe8D-2FjFT9aw73c3-2FGSnv-2BkRQvmDcy90eKUKFZzHayZThzQkEdDisoWgut3FDN6uvENjJ4NgeaoklGRDME1pMHELX8yt9xTdqsk-2BrdzjBFzSyqIJo5yz1PhYIhrkc4VDNygxELU0Nvl2MCO-2FmLqTQbrx7-2F9t9-2BVkT-2FkDf8J8Dwu3PDrNqwMvyvWY-2FY-3D__;!!JA_k2roV-A!HlwdPI5mycZDykl412aRtNvmnlxisWjzWEu6c4iTQShqTEd_-Nz17BBYRvwA4ZF05QsPf0YSkmhiBd7lESYrnRcog_u9J08sjEEC0Q$


IMPACT ON BUSINESS OPERATIONS
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Question 1:
How many of you have experienced downtime because of a 
cyber security issue?



IN THE NEWS
May 9th -Cyberattack disrupts Ascension

A cyberattack has disrupted “clinical operations” at Ascension, forcing it to take steps to minimize 
any impact to patient care, an Ascension spokesperson said Wednesday. “There has been a 
disruption to clinical operations, and we continue to assess the impact and duration of the 
disruption,” said the statement from Ascension, which has medical centers in Waco and Austin. 
Ascension recommended that its healthcare clients temporarily cut off network connections to 
Ascension as the incident is being addressed. CNN

May 10th -Ascension expects IT outages “for some time”

A cybersecurity incident has left 140-hospital Ascension with its EHR disabled, some 
appointments and surgeries postponed, and the expectation that the 19-state health system will 
operate on downtime procedures "for some time." Ascension said its EHR, MyChart, and some 
phone systems are unavailable, with employees and operations resorting to downtime procedures. 
Certain non-emergency elective procedures, tests and appointments have been postponed. 
Patients are advised to bring notes detailing their symptoms and a list of their medications, 
including prescription numbers or containers, so their care team can call in prescriptions to 
pharmacies. Becker’s Health IT

10

https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfImY7L-2FiV5XwcXHYPlzFTDxUW6Va-2Fjf-2FzkjVn2e5HP8cDu34knxiJA7N-2Bis5qLv-2F2BHdoVERRjxD1Wyte9ZSLds-3DLECR_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0lsMoLO1DAYjTImng4FBue09Og9aLp-2Fcqr53e7nXNXm7fe2DXqtcelSa-2BoARL-2BVd2ipil8uZfiOtNdsUpjgGCh5nWIdlAkCDfda6XZOB1SVhKct0SQFY8yJe0GAScsL7Bp-2FXzToeCL0sZeoRsLVfSlmBeHDSaBjSIPVLdymJorzkwhEIwgl3Hg6hrxy307KNV5R8JRFSAbtu4XcTxUEklPYyrz20IJLzHLw-2BP8Dy-2BdTP9JUzBUSv8lNAWx0-2FGgbI3VMXlAQPyvmbG9D7Rt-2BDshBCv4U85krivQlQBAkj-2Bd5W3AQzajcJoG2k0qxZA8n4ozO3sGLiEPh9R7loHkYiEkA-3D__;!!JA_k2roV-A!Ew4I728LEF_AhvRe7egHF5xRFE2sm1XX9Acz-0LEzi2LLqRHEdKRnNvyKAzUPmRkzWYX6M-8_UGvy039PQ2oxJZer62HledYBZJP9Q$
https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfAE50f2F-2Fz5dqEyb9ltLwRopL8Z4OHNlxCCH8P0EDAJ01tEN-2F22EImiuyUZ-2BKclB4wInlXv5Y-2FRdOoguvptjVS6YcmuYzRaaUGS1Be3Neecwm68mY72ocR-2FuDx4rOPAAbWgnXfIfSNMvvnW9srrV5V8abTvSQfgysegP8X-2FDSxykdYQgiI9Pmqr9WuN6rzZQGaRNHU253cACEZD1p-2Fvukx2-2FSy2Oz-2FF0EZh3RB8JlHgNcpti_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0lsMoLO1DAYjTImng4FBue09Og9aLp-2Fcqr53e7nXNXm7fe2DXqtcelSa-2BoARL-2BVd2ipil8uZfiOtNdsUpjgGCh5nWIdlAkCDfda6XZOB1SVhKct0SQFY8yJe0GAScsL7Bp-2FXzToeCL0sZeoRsLVfSlmBeHDSaBjSIPVLdymJorzkwhEIwgl3Hg6hrxy307KNVyVhmJRodyYvLp0gcyNjjmqIjDqLltPyNXFB4iMEsLCKTZ9nJtFw8bq5j7Suvf26KGKPlR6qOYdR3XxYbd29OHDz3Y0fE291m4FtJxhccQzSBt7ZD6TuG5-2FWOdVnINPTQBG5OV6PWnC6wn2jApPlgls-3D__;!!JA_k2roV-A!Ew4I728LEF_AhvRe7egHF5xRFE2sm1XX9Acz-0LEzi2LLqRHEdKRnNvyKAzUPmRkzWYX6M-8_UGvy039PQ2oxJZer62Hleczd8FtWw$
https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfMPluV9tzxk9bmzSuAKaNKppJMzEVUvGUIGOwNQABmKksMagoq2YpB5tjug8-2FIPceALvzFsh9GODSwhQrzOv17WBbDNv2kO111vET5-2FwURi-2B85N6wPoRfhD7r60oP29pTA-3D-3DHUBU_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0p5FTNPlc74TlDx7b14QW7ZAeFIhj17VakxEzbqorl5b3p-2FnnAtomXz8CH53-2BsE8CtyxcMaNj1g0LKaRopzf-2F-2FRWYiNuFH5SiN7aQA6QSyv4k3bOR4u4IDjPjCm4iZXzK7N26WF-2FvH7IFvxFnzcQ0Kzc6y0MV-2BSFYkp0cL6CX3C9XbtGIb0vvA70G3IDb1dxYti-2FzIaXIHowN8WoLaPkzbaCeLgjZJ8QUkME1eT6xotjFDQygmJwZnhKpMdKIRQBl8fG0UcImAgnTqDGdYrj3fbf4kJpY2-2BN5uJq1Kh8UsobM8IXG-2Bg-2BciQ5mj3hv-2BmcXtdik5dbQUbh2W2vJS1Qav0-3D__;!!JA_k2roV-A!H-dsDS55N0FjP7EUZ9vlz0LHWmV_jDZDvLGWj80-zK8YRbbvK6Y1PIwSpGoS10v0wBildfW4-_2V55ems-mqVt1GCVDcrsTHS_OvwA$


REPUTATION AND TRUST
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Question 1:
How many of you when you have a bad experience complete a 
survey detailing why you had a bad experience?

Question 2:
If you were at a nice restaurant and had an issue ( i.e. poor 
service, bill incorrect), did you complain and/or never go back?  

 



IN THE NEWS
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July 31st -Change Healthcare begins breach notifications

UnitedHealth Group's Change Healthcare has begun sending out letters to individuals affected by its Feb. 21 
ransomware attack. "On July 29, 2024, Change Healthcare began mailing written notices to individuals affected by the 
incident," an update on UnitedHealthcare's website reads. "Change Healthcare is committed to notifying potentially 
impacted individuals as quickly as possible on a rolling basis, given the volume and complexity of the data involved." 
Change Healthcare also reported the ransomware attack to HHS' data breach portal. Change Healthcare said on April 
22 that an initial sampling of the breached data showed the attack compromised protected health information and 
personally identifiable information from a large swath of the country. Becker’s Health IT

April 23rd  -UnitedHealth: Hackers stole health data on “substantial portion of people in America”

UnitedHealth Group has confirmed that a ransomware attack on its health tech subsidiary Change Healthcare resulted 
in a huge theft of Americans’ private healthcare data. UnitedHealth said in a statement on Monday that a ransomware 
gang took files containing personal data and protected health information that it says may “cover a substantial 
proportion of people in America.” The health insurance giant did not say how many Americans are affected but said the 
data review was “likely to take several months” before the company would begin notifying individuals that their 
information was stolen in the cyberattack. TechCrunch

https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfB-2Fnh-2FXBM-2Bxp1MV05fZP1iUk76PySqHThQyFwJuE0IRq80-2BjALQZWstCv0DN8eKPLbtQcn5bgGjZen2RDt3e5bpSMl3NgumYPTkC9hwOkmPcLikTtGCdXR-2BiwxMhnwECFJE8XUv6YWsodXzpNN1SWgBl60UYcuhxQbWDRxbGeSabMqkN-2FdaL6SGeDwC0WQEW-2Bg-3D-3D0v4N_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0nm5d3dhytInjr785yLzSy35LeNAT4lcPx7wM-2B-2By4NtHOUAxbAwjrWjwMFGIMp3GvouH9SqljLSMrb-2FPL3AkUHnkDwvX89OC0RIu7w3-2BU1xdGD8PFGb4HrvS5Q7kS7YN-2BzA7ANVKNEMeNlBnXUvoMgtkNIGK0WveFjWnVZy2WqlCiP9PWVySJaQJTzUqR-2FQ9B0ATay6id4BgfOqG-2FlAJTgmVA3KStdH6VolF1hmSbqIkeHyaYwz2jwXV7MBHHbUCvcl3cCrNfXa2zlpokLpwxPzWdqIQeBKC7t4011HDEf8iGvwGUZBf-2Bzc-2BVLO-2FXYN3HGQD-2BHzOCdmE6oIgX-2BKjlJj4yM1rXoxeUxsGEjz-2FI4-2FAWYoQD3ecgsk4VHm8xlP62g-3D-3D__;!!JA_k2roV-A!EcC7xu_SD7-brIo6HlVPc0W8MAInlORRonunms1AAC1Rhfk5th6EsdjhhOmzawJWzUlFp-OxfoDIE09osHSZB1pMt6iOOIAUa48bkQ$
https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfAZQjPZU2-2BYY0znXY32GTbtsqMR9L7OMgweh9B4Uezi7cpWBEO19Bvd4qSYTW7Df-2FA-3D-3DSgBJ_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0nm5d3dhytInjr785yLzSy35LeNAT4lcPx7wM-2B-2By4NtHOUAxbAwjrWjwMFGIMp3GvouH9SqljLSMrb-2FPL3AkUHnkDwvX89OC0RIu7w3-2BU1xdGD8PFGb4HrvS5Q7kS7YN-2BzA7ANVKNEMeNlBnXUvoMgtkNIGK0WveFjWnVZy2WqlCiP9PWVySJaQJTzUqR-2FQ9B2-2FE5QGHfBr17iHjqzsFEqGDst4do-2B97F0dT8WxkF00TcSIpj2fBRl6H25Tb5rFytixcgBg4qG3q-2BsgsLqDB7zCr2m6Cit3JKZZgw-2F-2BXyVEe5hrRN2Rt-2BhwY6ConPQShPogjqqUwYC5eCTniyi6So-2BlsbFRJCA8Rz1a-2F4YtUca927vNjfZbJczWGWIYKcGkh1g-3D-3D__;!!JA_k2roV-A!EcC7xu_SD7-brIo6HlVPc0W8MAInlORRonunms1AAC1Rhfk5th6EsdjhhOmzawJWzUlFp-OxfoDIE09osHSZB1pMt6iOOICcRVKlmA$
https://urldefense.com/v3/__https:/clicks.socialchorus.com/ls/click?upn=u001.AKwBvSnEVSvuV-2Faa8iEMfMPluV9tzxk9bmzSuAKaNKppJMzEVUvGUIGOwNQABmKkP5rdlHwjeUZwCaMlbK6g3Yca-2Ftt42zqX-2FCA9pfOypKbnFf97nijBavbwyL1phTUYh-2BfKtynlG6JYnKU13kzJRgMBdTNCD0RALYK70Xe0UGAJh5jyzFDekX8J65XyjJfJpJfH_Yp4ydSxZWNatis3HtI6bBt3KLFW-2Ff38JhI1y0ynFDxzU362YBttNBDRJ0iBTpjO83IoR446H3SvBmI45ECBEgtv-2BTa7tgkZIuM03VhM7Qkz3-2F9sFw-2F-2BCWKM-2BDaux6hv65bEVrKz9pCzlSbkp8xuB0nm5d3dhytInjr785yLzSy35LeNAT4lcPx7wM-2B-2By4NtHOUAxbAwjrWjwMFGIMp3GvouH9SqljLSMrb-2FPL3AkUHnkDwvX89OC0RIu7w3-2BU1xdGD8PFGb4HrvS5Q7kS7YN-2BzA7ANVKNEMeNlBnXUvoMgtkNIGK0WveFjWnVZy2WqlCiP9PWVySJaQJTzUqR-2FQ9Bw8mOoSrLYfA-2BntnpHV6afpXDSDa8SfYi5-2Ff89VZR3eQerTliYDq1o7Ih7eFW7cEuQiGbPY-2Fczc-2BYQXR-2B96fkf3DPGv9IA3wM2lI5VRZLtOGKcapztyRXq3WixH1iNxbakOdi9rFULB-2BhQOVWAEVVaGyMarmmRdAfwoWHRKDj7gqEDQK1iaoaFysUDXuo-2BVREQ-3D-3D__;!!JA_k2roV-A!EcC7xu_SD7-brIo6HlVPc0W8MAInlORRonunms1AAC1Rhfk5th6EsdjhhOmzawJWzUlFp-OxfoDIE09osHSZB1pMt6iOOIDH8o7E1w$
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 • Fines and Penalties
• Insurance Costs

July31st -Average healthcare data breach costs hit $9.77 million

Healthcare saw the most expensive data breaches across all industries, with average 
breach costs reaching $9.77 million, a Tuesday report from IBM found. According to the 
report, organizations in the healthcare, financial services, industrial, technology and 
energy sectors faced the highest breach costs across all industries. Breach costs have 
increased by 10% from 2023. Becker’s Health IT
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• Balancing Innovation with security

• Using Cybersecurity as a competitive advantage
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Question 1:

Based on the national average what do you think the average spend 
per employee for cybersecurity is?  
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• National Average Spent on training employees
➢ Small to Mid-Sized businesses $500 - $2,000

➢ Large Enterprises $2,000 - $4,000

• Factors that affect the workforce costs 
➢ Industry

➢ Training Format

➢ Certifications

➢ Frequency
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• How many 3rd Party vendors/partners use your data?

• For companies who cross borders state/country, are there addition 
risks?



IN THE NEWS
April 26th -Kaiser reports data breach affecting 13.4 million people

A data breach at Kaiser Foundation Health Plan affected the information of more than 13 million individuals, 
according to a report filed with the federal government. The not-for-profit insurance company, part of Oakland, 
California-based Kaiser Permanente, on April 12 notified the Health and Human Services Department of the 
breach. The report was made public Thursday. The incident represents the largest health-related data violation, 
in terms of number of individuals affected, published to the OCR breach portal so far this year. It is the second 
largest since healthcare organizations began reporting this information in 2010, behind Anthem’s breach in 
2015. Modern Health Care

July 9th -Healthcare groups say cyber rule should explicitly name insurers, vendors

Healthcare and hospital groups say a federal cybersecurity reporting proposal should explicitly include insurers 
and third-party vendors, citing the impact of the major cyberattack against medical claims clearinghouse 
Change Healthcare. The proposed rule, released by the Cybersecurity and Infrastructure Security Agency this 
spring, would require companies broadly in critical infrastructure industries to report cyber incidents within 72 
hours of discovery and document ransom payments within 24 hours. CISA decided not to include sector-
specific reporting criteria for insurance companies, health IT providers and labs or diagnostics facilities. But the 
American Hospital Association argued the exclusion doesn’t make sense, as disruption to a single company 
could ripple across the entire industry. Healthcare Dive
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10 BEST PRACTICES PUBLISHED BY 
CYBERSECURITY AND INFRASTRUCTURE 
SECURITY AGENCY (CISA)
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1. Implement Multi-Factor Authentication (MFA)

2. Patch and update software regularly

3. Use Strong, unique passwords

4. Limit user privileges

5. Implement Network Segmentation

6. Backup Data Regularly

7. Secure and monitor Remote Access

8. Educate and Train employees

9. Implement end Point Detection and Response (EDR)

10. Develop and Test an Incident Response Plan



CREDITS
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• News Articles: Executive News Briefing published by Baylor Scott & White Health Communication

• "How has cybersecurity affected companies" Cyber security has profoundly affected companies in several key 
areas transforming how they operate, protect data, and manage risks. ChatGPT, Open AI, 12 Aug. 2024.

• "What are the top 10 best practices for cybersecurity by CISA" CISA provides comprehensive guidance on best 

practices to enhance an organization's cybersecurity posture. ChatGPT, Open AI, 13 Aug. 2024.



THANK YOU

Christopher Kubin, FHFMA

Christopher.kubin@bswhealth.org
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